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The Concern

= Being tracked without your awareness

= Tracking is achieved by linking you to a unique identity:
— The International Mobile Equipment Identity (IMEI)

of your phone/watch
— The MAC Address of Wi-Fi®
— The MAC Address of Bluetooth
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The Solution (1)

= Resolvable Private Address
— A Bluetooth Address changes from time to time
— Default 15 min, can be from 1 s to about 11.5 hours

= After the Bluetooth Address changes, it looks like a
different device

= Only trusted devices know that it’s the same device
— ldentity Resolving Key (IRK)
— ldentity Address

= Introduceo! with Bluetc_)oth LE at Bluetooth 4.0 and 110233445566
enhanced in later versions

|
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The Solution (2)

Resolvable Private Address
LSB MSB

Random part of prand 1 0

hash (24 bits) prand (24 bits)

G
<

hash = ah(IRK, prand)

Resolving List

Local IRK1 Peer IRK1 Peer Device Identity Address1 Address Typel
Local IRK2 Peer IRK2 Peer Device Identity Address2 Address Type2
Local IRK3 Peer IRK3 Peer Device Identity Address3 Address Type3
Local IRK4 Peer IRK4 Peer Device Identity Address4 Address Type4

localHashX = ah(Peer IRKX, prand)

» <
- >

A hash function is any function that can be used
to map data of arbitrary size to fixed-size values

ah is a hash function

If localHashX = hash, the address is
resolved, and the identity address of the
peer device is Peer Device Identity AddressX
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Bluetooth Address Types

= Public Address (Address Type = 0x00)

= Random Address (Address Type = 0x01)
— Static Address

LSB Random part of static address 1 1 wmsB

— Private Address
= Non-resolvable private address
LSB Random part of non-resolvable address 0O 0O wMsB

= Resolvable private address

LSB Random part 1 0 wmsB
hash (24 bits) prand (24 bits)

A

Only public address and static
address can be used as identity
address

If a Non-resolvable private
address is used, the device
doesn’t want anybody know
who it is
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Example (1)

¥ - | Protocol: Single - | Alllayers + & =2 &V |EB 9 4 J] 3 items displayed

[tem
E‘-‘ SMP Pairing Feature Exchange (Keyboard Display, Bonding, MITM, SC » No Input Mo Output, Bonding)
(E-_L SMP Short Term Key Generation
= (L-":'r SMP Transport Spedfic Key Distribution (L TH =F35BC0ET: AFSE3F458:00850060: A 1344448 » EDIV =0x4509 = LT =B9DE1F62:09EAS452: 231"
(El. SMP Encryption Information (L T+ =F 35BCOET: AFSE3F48:0D250D60: A13A4448)
(E,)._ SMP Master Identification (0T =0x4509, Fand=0x76F 32294941 7FF 12)
(E-:. SMP Identity Information ((FF=00000000:00000000:00000000:00000000)
(If’:- SMP Identity Address Information (ECADDR =9C:9C: 1D:11:25:CA)
(L:j SMP Encryption Information (T =B9D81F62:09EA5452: 2313030 1:9426CC42) .
?: SMP Master Identification (F01V=0x7D7A, Fand=0x7834374026110547) The IRK and Identlty
% SMP Identity Information (17K ~BEA42625: 54DE 1FES:FS4B72C6: ADAA4A43) Address are distributed

(L:j:-_, SMP Identity Address Information (EDADDE =CC:D2:51:20:2C:4C) during the pa ring prOCeSS
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Example (2)

(T] Connectable ("Strange Hearing Aids" 64:84: 8E:60: AE:FA (Resolvable)~08:F&:BD: 19:52: 56, 25.7 =)

Connectable ("Strange Hearing Aids" 59:07:E3:31:88:01 (Resolvable) ~08:F&:B0: 19:52: 58, Initiator 60:45:54:C6:E0: 7E (Resolvable) ~CC:686. ..

Edit Device

Parameters

Address

Random w~

Nickame | |

Color |_ V|
Radio Capability | Low Energy ~

IRK |CDC45E1T":DDGBFE‘IZ:DGDFWGF:.?DWFME |
CDC45E17.0D6BFE12:D6DFF76F:3D10FI4E Reverse

“i‘] Connectable ("Strange Hearing Aids™ 59:07:E3: 31:858:D1 (Resolvable) ~08:F6:BD: 19:52: 58, Initiator 60:46:54:C6:E0: 7E (Resolvable) ~CCi66. .,
[‘i‘] Connectable {"Strange Hearing Aids" 59:07:E3:31:88:0 1 (Resolvable) ~08:F&:B0: 19:52: 58, Initiator 60:46:54:C6:E0: 7E (Resolvable) ~CC:66. ..
[T] Connectable ("Strange Hearing Aids™ 59:07:E3: 31:B858:D1 (Resolvable) ~08:F6:BD: 19:52: 58, Initiator 57:48:44:08:C2:CF (Resolvable) ~CCi66. .,
#,“1" Connectable ("Strange Hearing Aids” 52:07:E3: 31:B8:D 1 (Resclvable) ~08:F6:BD: 19:52:58, 3.97 min)

[‘i‘] Connectable ("Strange Hearing Aids" 6F:9C:47:21:09:83 (Resolvable) ~03:F&:BD: 19:52: 5B, Initiator 57:43:44:08:C2:CF (Resolvable) ~CCig6...
“" Connectable ("Strange Hearing Aids™ 6F:9C:47:21:09:83 (Resolvable) ~08:F&:B0: 19:52: 58, 902 ms)

Looks like 3 devices are
advertising, but with the IRK
and a resolving list, the sniffer
knows it’s just one device
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Host-based and Controller-based Privacy

Bluetooth Host

Other High Layer Drivers

T

= Two types of implementation choices
— Just Host-based privacy
— Host-based and Controller-based privacy

= When Controller-based privacy is
supported

— Address resolution can be done in the
controller

— Commands and events can refer to the
peer device by identity address

— The identity address can be used in the
White List (which is not possible with Just
host based privacy if the other side has
Privacy enabled)

$

Physical Bus Driver
(USB, SDIO, UART, Other)
7y

Physical Bus Hardware
Physical Bus Firmware
USB,SDIO,UART ,Other

Bluetooth]Controller

Link
Manager

o

Baseband Controller Link Layer Controller
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Two Modes of Privacy

= Device Privacy Mode
— Only concerned about its own privacy
— If the peer device has distributed its IRK

Resolvable Private Address m

Identity Address Accept

= Network Privacy Mode

— Concerned about the privacy of the network

— If the peer device has distributed its IRK

Resolvable Private Address m

Identity Address Reject
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Summary

= Bluetooth Privacy Feature protects you from being tracked
— Resolvable Private Address
— ldentity Resolving Key (IRK)
— ldentity Address
— Resolving List

= Host-based and Controller-based Privacy

= Two modes of privacy
— Device Privacy Mode

— Network Privacy Mode
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ellisys

Better Analysis

Tha n k you I Contact Information

Name: Tim Wei
Questions? Email:  tim.wei@ellisys.com
Phone: 866.724.9185
Web: www.ellisys.com
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The Bluetooth® word mark and logos are registered trademarks owned by the Bluetooth SIG, Inc. and any use of such marks by Ellisys is under license Other trademarks and trade names are those of their respective owners.
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